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SECURING JOURNALISM

The importance of encryption in protecting media freedom

~ WHY ENCRYPTION IS
KEY TO PROTECT

VULNERABLE COMMUNICATIONS M——E—D—IA FREEDOM_

/ ‘I' \ Without confidentiality and
integrity, a journalist's role as a
public watchdog is
[ | 6? jeopardised. Secure and
] \9 & private communications are
K vital to foster media freedom,
N 4 ¢ ensuring journalists can hold

-
- those in power accountable.

SELF-CENSORSHIP SURVEILLANCE PHYSICAL HARM AND — ———
HARASSMENT

journalists were . . . . .
targeted using the Encrypt|$n St.Jpports_.professwnal confidentiality and
Pegasus spyware legal professional privilege

Encryption is a security measure used to l\

protect the confidentiality and integrity ~ Whereas encryption is not
of online data and communications , and g the only tool to ensure
thus safeguard private and confidential safety online it is an
information from unauthorised access , essential part of a strong
and tampering. ¥ digital security regime.

HOW DOES ENCRYPTION WORK?

Keep safe!) | Keep safe!

Encryption is the process of
encoding and decoding data. Using a
secret code (known as the
encryption algorithm or key) the
data or message ("plaintext") is
scrambled, or ciphered in a way that . 75101101 112
: . Journalist

it becomes unreadable (ciphertext) 3211597102
without the key to decipher it. If 10133
someone intercepts the message,
they won't be able to understand the
content without the decryption key.

Surveilling party

Can you guess the code used to cipher this message? 9p0D [IDSV 9Y1 Yim paidAious si
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Be aware of any legal restrictions on using encryption in your country or destination that

may affect your physical safety and ability to work as a journalist

BENEFITS OF USING ENCRYPTION

Privacy

Source protection

WHAT TOOLKITS ARE AVAILABLE FOR JOURNALISTS?

These are some of the existing toolkits, but you can find others under "More Resources" below.

International Center for Journalists

Surveillance Self-Defence (Electronic
Frontier Foundation)

Committee to Protect Journalists

Consumer Reports
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MORE RESOURCES

Global Forum for Media Development,
Workshop on Encryption and Media
Freedom

Global Investigative Journalists Network,
Digital Security.

Internet Society, Encryption Resources
Internet Society, Protect Encryption,
Protect Yourself

SembraMedia, Herramientas digitales
para periodistas



https://www.internetsociety.org/wp-content/uploads/2020/03/2022-Encryption-for-Journalists-Factsheet-EN.pdf
https://www.youtube.com/watch?v=P5qQsJipLpc&t=9s
https://ipi.media/panel-wrap-up-press-freedom-and-the-threat-to-encryption/
https://www.internetsociety.org/issues/encryption/what-is/
https://www.youtube.com/watch?v=r4HQ8Bp-pfw
https://forbiddenstories.org/fr/pegasus-nouvelle-arme-mondiale-pour-faire-taire-les-journalistes/
https://data2021.sembramedia.org/reportes/chapter-2-media-freedom-journalist-safety/
https://stopscanningme.eu/en/how-CSAR-affects-us.html
https://impact.gfmd.info/opportunities/workshop-on-encryption-and-media-freedom-june-23
https://gijn.org/digital-security/
https://www.internetsociety.org/issues/encryption/resources/
https://www.internetsociety.org/issues/encryption/protect-encryption-protect-yourself/
https://www.sembramedia.org/herramientas-digitales
https://signal.org/en/
https://www.icfj.org/news/six-encryption-tools-every-journalist-should-use
https://cpj.org/2019/07/digital-safety-kit-journalists/#encrypt
https://cpj.org/2019/07/digital-safety-kit-journalists/#encrypt
https://freedom.press/training/encryption-toolkit-media-makers/
https://ssd.eff.org/module/keeping-your-data-safe

